CyberbullyNOT

Stopping Online Social Aggression

Cyberbullies use the Internet or cell phones to send hurtful messages or
post information to damage the reputation and friendships of others.

Types of Cyberhullying
+ Flaming. Angry, rude arguments.
» Harassment. Repeatedly sending offensive messages.

* Denigration. "Dissing” someone online by spreading
rumors or posiing false information.

+ Outing and trickery. Disseminating intimate private
information or tricking someone into disclosing private
information, which is then disseminated.

« Impersonation. Pretending to be someone else and
posting material to damage that person’s reputation.

= Exclusion. intentionally excluding somecne from an
online group.

« Cyberstalking. Creating fear by sending offensive
messages and engaging in threatening activity.

How, Who, and Why

Cyberbullying may occur via personal Web sites, blogs,
e-mail, discussion groups, message boards, chat, instant
messaging, or voice, text, or image cell phones.

A cyberbully may be a person whom the target knows or
an online stranger. A cyberbully may be anonymous and
enlist the aid of others, including onfine “friends.”

Cyberbullying may be a continuation of, or in retaliation

for, in-school bullying. It may be related to fights about

relationships or be based on hate or bias. Some feens

think cyberbullying is a fun game.

Teens might think...

+ They think they are invisible, so they think they can't be
punished,

» No real harm has been caused ontine

* They should have a free speech right to post whatever
they want, regardless of the harm caused.

The Harm

Cyberbullying can cause great emotional harm. The
communications can be vicious and occur 24/7, Damaging
materiai can be widely disseminated and impossible to
fully remove. Teens are reluctant to tell aduits for fear they
will be restricted from anline activities or the cyberbully
will retaliate. Cyberbullying can lead to youth suicide and
violence.

Responsibie Management of Internet Use

« Keep the computer in a public place and supervise.

* Find out what public online sites and communities
your child uses and review what your child is posting.
Emphasize that these are public places!
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Prevent Your Child from Being a Cyberbully

» Make it clear that all Internet use must be in accord with

family values of kindness and respect for others.

« If your child is being bullied at school, work with the
schoal to stop the bullying and make sure your child
knows not to retaliate online.

- If you know your child has cyberbullied others, be very
proactive in preventing any continuation. You can be
held financially liable for the harm your child causes to
another.

Prevent Your Child from Becoming a Target
* Make sure your child knows not to post information that
could be used maliciously.

* Visit your child's online communities and discuss the
values demonstrated by those who participate.

+ Bully-proof your child by reinforcing your child’s
individual strengths and fostering heaithy friendships.

Warning Signs
+ Sadness or anger during or after internet use.

« Withdrawal from friends and activities, school avoidance,
decline of grades, and depression.

« Indications that your child is being bullied at school.

Action Steps and Options

= Make sure your child knows not 1o retaliate, to save the
evidence, and to ask for your help if he or she is having
difficulties.

» Identify the cyberbully or bully group. Ask your Internet
service provider for help.
* There are different ways that your child or you can
respond to cyberbullying:
=Calmly and strongly tell the cyberbutly to stop and fo
remove any harmful material.
=ignore the cyberbully by leaving the online
environment, blocking communications, or both.
=File a complaint with the Internet or cell phone
company.
=Send the cyberbully’s parents a letter that includes the
evidence of cyberbullying. Demand that the actions
stop and harmful material be.removed
=Seek assistance from the school.
=Caontact an attorney to send a letier or file a lawsuit
against the cyberbully’s parents.
=Contact the police if the cyberbullying involves threats

of viclence, coercion, intimidation based on hate or
bias, or any form of sexual exploitation.




Additional Internet Sites to assist in educating
yourself and monitoring your home compuTer
Cybertipline.com
Netsmartz.org
Kidrocket.org
Incredibleinternet.com
Theinternetandyourchild.org
Tambigbrother.com
Spectorpro.com
eblaster.com
Getnetwise.com
DansGuardian.org (Linux)
Netnanny.com

Det. Malinda Wilson ~ Seattle Police Dept. - Internet Crimes Against Children Unit
Contact Information: Malinda.wilson@seattle.gov or 206-684-4595




National Center for Missing & Exploited Ghildren (NGMEC)

« Serves as a clearinghouse of information about missing and exploited children

» Provides technical assistance to individuals and law-enforcement agencies in the prevention,
investigation, prosecution, and treatment of cases involving missing and exploited children

« Distributes photographs and descriptions of missing children worldwide

+ 1.800.843.5678

» www.missingkids.com

Eyhariiniine

» Collection point for tips and leads in reference to pornography involving children and
exploitation of children on the Internet

+ 24-hour hotline at 1.800.843.5678

» www,cybertipline.com

Hetbmariz Werkshop

» Online tips, activities, and current Internet safety news

« Educational resources - "activity cards” to help incorporate online activities into teachings
« Internet safety pledges to post near the computer to remind children of rules

» A safe site for children that does not link to any outside sources

» 1.800.843.5678

« www . NetSmartz.org and www.NetSmartzKids.org

» E-mail NetSmartz_pe@ncmec.org

Internet Crimes Against Children Task Forces (IGAC)

« Assists state and local law-enforcement agencies in responding to cyber enticement and cases
involving pornographic images of children

» Through June 2004, 45 task forces have been established throughout the nation

= www.icactraining.org

wa

Ssus & Birls Shube of Bpricn BGERS
» More than 4 million youth served at 3,400 locations
« Professional Youth Development Staff

+ Aleader in child safety

« www.bgca.org

internet Safety Web Sites
www.NetSmartz.org
www.SafeKids.com
www.SafetyEd.org
www.GetNetWise.org




